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“Between the window open and the window 
close, button X can be pushed at most twice.”

This suggests that model-checking can complement
existing software quality assurance techniques.
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Problems using existing checkers:
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system TwoDiningPhilosophers {
record Fork { boolean isHeld; }

main thread MAIN() {
Fork fork1;
Fork fork2;

loc loc0:
do {
// create forks
fork1 := new Fork;
fork2 := new Fork;

// start philosophers
start Phil(fork1, fork2);
start Phil(fork2, fork1);  

} return;
}

thread Phil(Fork left, Fork right) {
loc loc0: // take left fork
when !left.isHeld do {
left.isHeld := true; 

} goto loc1;

loc loc1: // take right fork 
when !right.isHeld do
{ right.isHeld := true; }
goto loc2;

loc loc2: // put right fork 
do { right.isHeld := false; }
goto loc3;

loc loc3: // put left fork
do { left.isHeld := false; }
goto loc0;

}
}
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system TwoDiningPhilosophers {
record Fork { boolean isHeld; }

main thread MAIN() {
Fork fork1;
Fork fork2;

loc loc0:
do {
// create forks
fork1 := new Fork;
fork2 := new Fork;

// start philosophers
start Phil(fork1, fork2);
start Phil(fork2, fork1);  

} return;
}

thread Phil(Fork left, Fork right) {
loc loc0: // take left fork
when !left.isHeld do {
left.isHeld := true; 

} goto loc1;

loc loc1: // take right fork 
when !right.isHeld do
{ right.isHeld := true; }
goto loc2;

loc loc2: // put right fork 
do { right.isHeld := false; }
goto loc3;

loc loc3: // put left fork
do { left.isHeld := false; }
goto loc0;

}
}

>����� �
�E
�����	���	 
��� ����	&�

>����� �
�E
�����	���	 
��� ����	&�



���12 �/ ���% 	
����12 �/ ���% 	
����12 �/ ���% 	
����12 �/ ���% 	
�—
0 �$ �� �� ��' � �	�� �% � 
��0 �$ �� �� ��' � �	�� �% � 
��0 �$ �� �� ��' � �	�� �% � 
��0 �$ �� �� ��' � �	�� �% � 
��

system TwoDiningPhilosophers {
record Fork { boolean isHeld; }

main thread MAIN() {
Fork fork1; 
Fork fork2;

loc loc0:
do {
// create forks
fork1 := new Fork;
fork2 := new Fork;

// start philosophers
start Phil(fork1, fork2);
start Phil(fork2, fork1);  

} return;
}

thread Phil(Fork left, Fork right) {
loc loc0: // take left fork
when !left.isHeld do {
left.isHeld := true; 

} goto loc1;

loc loc1: // take right fork 
when !right.isHeld do
{ right.isHeld := true; }
goto loc2;

loc loc2: // put right fork 
do { right.isHeld := false; }
goto loc3;

loc loc3: // put left fork
do { left.isHeld := false; }
goto loc0;

}
}
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system TwoDiningPhilosophers {
record Fork { boolean isHeld; }

main thread MAIN() {
Fork fork1;
Fork fork2;

loc loc0:
do {
// create forks
fork1 := new Fork;
fork2 := new Fork;

// start philosophers
start Phil(fork1, fork2);
start Phil(fork2, fork1);  

} return;
}

thread Phil(Fork left, Fork right) {
loc loc0: // take left fork
when !left.isHeld do {
left.isHeld := true; 

} goto loc1;

loc loc1: // take right fork 
when !right.isHeld do
{ right.isHeld := true; }
goto loc2;

loc loc2: // put right fork 
do { right.isHeld := false; }
goto loc3;

loc loc3: // put left fork
do { left.isHeld := false; }
goto loc0;

}
}
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system TwoDiningPhilosophers {
record Fork { boolean isHeld; }

main thread MAIN() {
Fork fork1;
Fork fork2;

loc loc0:
do {
// create forks
fork1 := new Fork;
fork2 := new Fork;

// start philosophers
start Phil(fork1, fork2);
start Phil(fork2, fork1);  

} return;
}
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0 �$ �� �� ��' � �	�� �% � 
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system TwoDiningPhilosophers {
record Fork { boolean isHeld; }

main thread MAIN() {
Fork fork1;
Fork fork2;

loc loc0:
do {
// create forks
fork1 := new Fork;
fork2 := new Fork;

// start philosophers
start Phil(fork1, fork2);
start Phil(fork2, fork1);  

} return;
}
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system TwoDiningPhilosophers {
record Fork { boolean isHeld; }

main thread MAIN() {
Fork fork1;
Fork fork2;

loc loc0:
do {
// create forks
fork1 := new Fork;
fork2 := new Fork;

// start philosophers
start Phil(fork1, fork2);
start Phil(fork2, fork1);  

} return;
}

thread Phil(Fork left, Fork right) {
loc loc0: // take left fork
when !left.isHeld do {
left.isHeld := true; 

} goto loc1;

loc loc1: // take right fork 
when !right.isHeld do
{ right.isHeld := true; }
goto loc2;

loc loc2: // put right fork 
do { right.isHeld := false; }
goto loc3;

loc loc3: // put left fork
do { left.isHeld := false; }
goto loc0;

}
}
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thread Phil(Fork left, Fork right) {
loc loc0: // take left fork
when !left.isHeld do {
left.isHeld := true; 

} goto loc1;

loc loc1: // take right fork 
when !right.isHeld do
{ right.isHeld := true; }
goto loc2;

loc loc2: // put right fork 
do { right.isHeld := false; }
goto loc3;

loc loc3: // put left fork
do { left.isHeld := false; }
goto loc0;

}
}
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record Object { lock l; }

record BoundedBuffer extends Object {
Object[] buffer; int head; int tail; int bound;

}

function add(BoundedBuffer this, Object o) {
lock (this.l);

while this.tail == this.head do
wait (this.l);

end
this.buffer[this.head] := o;
this.head := (this.head + 1) % this.bound;
notifyAll (this.l);

unlock (this.l);
}
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record Object { lock l; }

record BoundedBuffer extends Object {
Object[] buffer; int head; int tail; int bound;

}

function add(BoundedBuffer this, Object o) {
lock (this.l);

while this.tail == this.head do
wait (this.l);

end
this.buffer[this.head] := o;
this.head := (this.head + 1) % this.bound;
notifyAll (this.l);

unlock (this.l);
}
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record Object { lock l; }

record BoundedBuffer extends Object {
Object[] buffer; int head; int tail; int bound;

}

function add(BoundedBuffer this, Object o) {
lock (this.l);

while this.tail == this.head do
wait (this.l);

end
this.buffer[this.head] := o;
this.head := (this.head + 1) % this.bound;
notifyAll (this.l);

unlock (this.l);
}
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record Object { lock l; }

record BoundedBuffer extends Object {
Object[] buffer; int head; int tail; int bound;

}

function add(BoundedBuffer this, Object o) {
lock (this.l);

while this.tail == this.head do
wait (this.l);

end
this.buffer[this.head] := o;
this.head := (this.head + 1) % this.bound;
notifyAll (this.l);

unlock (this.l);
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record Object { lock l; }

record BoundedBuffer extends Object {
Object[] buffer; int head; int tail; int bound;

}

function add(BoundedBuffer this, Object o) {
lock (this.l);

while this.tail == this.head do
wait (this.l);

end
this.buffer[this.head] := o;
this.head := (this.head + 1) % this.bound;
notifyAll (this.l);

unlock (this.l);
}
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extension Set for SetModule
{
typedef type<‘a>;

expdef Set.type<‘a> create<‘a>(‘a ...);

expdef ‘a selectElement<‘a>(Set.type<‘a>);

expdef boolean isEmpty<‘a>(Set.type<‘a>);

actiondef add<‘a>(Set.type<‘a>, ‘a);

actiondef remove<‘a>(Set.type<‘a>, ‘a);

expdef boolean forAll<‘a>(‘a -> boolean, Set.type<‘a>);
}
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extension Set for SetModule
{
typedef type<‘a>;

expdef Set.type<‘a> create<‘a>(‘a ...);
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}
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extension Set for SetModule
{
typedef type<‘a>;

expdef Set.type<‘a> create<‘a>(‘a ...);

expdef ‘a selectElement<‘a>(Set.type<‘a>);

expdef boolean isEmpty<‘a>(Set.type<‘a>);

actiondef add<‘a>(Set.type<‘a>, ‘a);
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expdef boolean forAll<‘a>(‘a -> boolean, Set.type<‘a>);
}
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extension Set for SetModule
{
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expdef Set.type<‘a> create<‘a>(‘a ...);

expdef ‘a selectElement<‘a>(Set.type<‘a>);

expdef boolean isEmpty<‘a>(Set.type<‘a>);

actiondef add<‘a>(Set.type<‘a>, ‘a);

actiondef remove<‘a>(Set.type<‘a>, ‘a);
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}
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IActionTaker = DefaultActionTaker
IExpEvaluator = DefaultExpEvaluator
ISchedulingStrategist = DefaultSchedulingStrategist
ISearcher = DefaultSearcher
IStateManager = DefaultStateManager
ITransformer = DefaultTransformer
IBacktrackingInfoFactory = DefaultBacktrackingInfoFactory
IStateFactory = DefaultStateFactory
IValueFactory = DefaultValueFactory

ISearcher.maxErrors = 1
…
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ISchedulingStrategist = DefaultSchedulingStrategist

ISearcher = DefaultSearcher
IStateManager = DefaultStateManager

ITransformer = DefaultTransformer

IBacktrackingInfoFactory = DefaultBacktrackingInfoFactory

IStateFactory = DefaultStateFactory

IValueFactory = DefaultValueFactory

ISearcher.maxErrors = 1

…
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extension Queue for cadena.Queue {
typedef type<'a>;

expdef Queue.type<'a> create<'a>(int size);

actiondef enqueue<'a>(Queue.type<'a>, ‘a);
actiondef dequeue<'a>(Queue.type<'a>);

expdef int size<'a>(Queue.type<'a>);
expdef 'a getFront<'a>(Queue.type<'a>);
expdef boolean isFull<'a>(Queue.type<'a>);
expdef boolean isEmpty<'a>(Queue.type<'a>);

}
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extension CAD for SystemModule {
// declaration of abstract types
typedef Event;
typedef Component;

// constructors
expdef CAD.Component createComponent(string);
expdef CAD.Event createEvent<'a>('a);

// manipulation of subscriber lists
actiondef addSubscriberList(CAD.Component, string);
actiondef addSubscriber<'a>(CAD.Component, string, 
'a);

expdef 'a[] getSubscribers<'a>(CAD.Component, string);

…
}
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typealias byte int wrap(0, 0xff);
typealias word int wrap(0, 0xffff);

extension m68hc11 for edu.byu.cs.bogor.m68hc11.M68hc11Module {
// declaration of processor type
typedef type;

// constructor
expdef m68hc11.type create();

// accumulators
expdef word getA(m68hc11.type);
actiondef setA(m68hc11.type, word value);
…
// control
expdef word getSP(m68hc11.type);
actiondef setSP(m68hc11.type, word newSP);
expdef byte getPC(m68hc11.type);
actiondef setPC(m68hc11.type, word newPC);
…
// memory bus
expdef byte getByteMem(m68hc11.type, word address);
actiondef setByteMem(m68hc11.type, word address, byte value);
expdef word getWordMem(m68hc11.type, word address);

}



typealias byte int wrap(0, 0xff);
typealias word int wrap(0, 0xffff);

extension m68hc11 for edu.byu.cs.bogor.m68hc11.M68hc11Module {
// declaration of processor type
typedef type;

// constructor
expdef m68hc11.type create();

// accumulators
expdef word getA(m68hc11.type);
actiondef setA(m68hc11.type, word value);
…
// control
expdef word getSP(m68hc11.type);
actiondef setSP(m68hc11.type, word newSP);
expdef byte getPC(m68hc11.type);
actiondef setPC(m68hc11.type, word newPC);
…
// memory bus
expdef byte getByteMem(m68hc11.type, word address);
actiondef setByteMem(m68hc11.type, word address, byte value);
expdef word getWordMem(m68hc11.type, word address);

}
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�

function {|Process1.run()V|}(transient (|Process1|) this, VM.F f) {
…
loc l0$27: do {

VM.max(f, 3, 2); VM.set<(|Process1|)>(f, "this", 0);
VM.fld(f, Op.GETSTATIC, "/|Deadlock.state|\\");

} goto l1;

loc l1:    do independent { VM.zro(f, Op.ICONST_1); }
goto l2;

loc l2:    do independent { VM.zro(f, Op.IADD); }
goto l3$27;

loc l3$27: do { VM.fld(f, Op.PUTSTATIC, "/|Deadlock.state|\\"); }
goto l4$28;

loc l4$28: do { VM.fld(f, Op.GETSTATIC, "/|Deadlock.lock1|\\"); }
goto l5;

loc l5:    do independent { VM.zro(f, Op.DUP); }
goto l6;

loc l6:    do independent { VM.lcl(f, Op.ASTORE, 1); }
goto l7;

…
}
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x � �, y � �, z � �, � = { }  

void foo(int x,
int y,int z) {

z = x + y;
if (z > 0){
z++;

}
}
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� " ������� ����" � � ��� � ��	�� �/ �
� " ����

x � �, y � �, z � �, � = { }  

x � �, y � �, z � π, � = {π = � + � }  

void foo(int x,
int y,int z) {

z = x + y;
if (z > 0){
z++;

}
}

z = x + y
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x � �, y � �, z � �, � = { }  

x � �, y � �, z � π, � = {π = � + � }  

void foo(int x,
int y,int z) {

z = x + y;
if (z > 0){
z++;

}
}

z = x + y

x � �, y � �, z � π, � = {π = � + �, π > 0 }  

��.����
	���
��	
��� �
�����

��.����
	���
��	
��� �
�����

z > 0
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� " ������� ����" � � ��� � ��	�� �/ �
� " ����

x � �, y � �, z � �, � = { }  

void foo(int x,
int y,int z) {

z = x + y;
if (z > 0){
z++;

}
}

z = x + y

z > 0

x � �, y � �, z � π’, � = { π = � + �, π > 0, π’ = π + 1 }  
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z++

x � �, y � �, z � π, � = {π = � + �, π > 0 }  

x � �, y � �, z � π, � = {π = � + � }  
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� " ������� ����" � � ��� � ��	�� �/ �
� " ����

x � �, y � �, z � �, � = { }  

void foo(int x,
int y,int z) {

z = x + y;
if (z > 0){
z++;

}
}

z = x + y

z > 0

x � �, y � �, z � π, � = { π = � + �, π � 0 }  z++

!(z > 0)

��.����
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	���
x � �, y � �, z � π’, � = { π = � + �, π > 0, π’ = π + 1 }  

x � �, y � �, z � π, � = {π = � + �, π > 0 }  

x � �, y � �, z � π, � = {π = � + � }  

…symbolic execution characterizes (theoretically) infinite number of real executions!
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* �. � �1� ����	�. ����� �5* �. � �1� ����	�. ����� �5* �. � �1� ����	�. ����� �5* �. � �1� ����	�. ����� �5���� 8 �0 6��8 �0 6��8 �0 6��8 �0 6��* �� �
� * �� �* �� �
� * �� �* �� �
� * �� �* �� �
� * �� �
o = head;
while (o != null) {
if (V.contains(o)) 
return;

V.add(o);
o = o.next;

}
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class Node {
Node next;
int x;

}

void foo2(Node n)  {
if (n.x > 0) {
n.x++;
return;

}
n.x = 0;

}
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void foo3(Node n1, Node n2) {
if (n1 != null && n2 != null) {
n1.x = 2;
n2.x = 3;
assert (n1.x == 2)); 

}
}
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void foo3(Node n1, Node n2) {
if (n1 != null && n2 != null) {
n1.x = 2;
n2.x = 3;
assert (n1.x == 2);

}
}
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� �		
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� ��� ���		�' ��� �� �		
� ��� ���		�' ��� �� �		
� ��� ���		�' ��� �

x � �, y � �, z � �, � = { }  

x � �, y � �, z � �, � = { � = � + � }  

x � �, y � �, z � �, � = { � = � + �, � > 0 }  

x � �, y � �, z � �, � = { � = � + �, � � 0 }  

x � �, y � �, z � �’, � = { � = � + �, � > 0, �’ = � + 1 }  

void foo(int x,
int y,int z) {

z = x + y;
if (z > 0){
z++;

}
}
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� �		
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� ��� ���		�' ��� �� �		
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x � �, y � �, z � �, � = { }  

x � �, y � �, z � �, � = { � = � + � }  

x � �, y � �, z � �, � = { � = � + �, � > 0 }  

x � �, y � �, z � �, � = { � = � + �, � � 0 }  

x � �, y � �, z � �’, � = { � = � + �, � > 0, �’ = � + 1 }  
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void foo(int x,
int y,int z) {

z = x + y;
if (z > 0){

z++;
}

}
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x � �, y � �, z � �, � = { }  

x � �, y � �, z � �, � = { � = � + � }  

x � �, y � �, z � �, � = { � = � + �, � > 0 }  

x � �, y � �, z � �, � = { � = � + �, � � 0 }  

x � �, y � �, z � �’, � = { � = � + �, � > 0, �’ = � + 1 }  
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void foo(int x,
int y,int z) {

z = x + y;
if (z > 0){

z++;
}

}
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x � �, y � �, z � �, � = { }  

x � �, y � �, z � �, � = { � = � + �, � � 0 }  

x � �, y � �, z � �’, � = { � = � + �, � > 0, �’ = � + 1 }  

x � �, y � �, z � �, � = { }  
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private BinaryNode myins( int x, BinaryNode t )
{

/* 1*/      if( t == null )
/* 2*/          t = new BinaryNode( x, null, null );
/* 3*/      else if( x < t.element)
/* 4*/          t.left = myins( x, t.left );
/* 5*/      else if( x> t.element )
/* 6*/          t.right = myins( x, t.right );
/* 7*/      else
/* 8*/          ;  // Duplicate; do nothing
/* 9*/      return t;

}
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public class LinkedList<E> {
//@ inv: isAcyclic();

/*@ pre:  isSorted(c) && other.isSorted(c);
@ post: isSorted(c)
@       && size() = \old(size()) + other.size()
@       && (\forall E e; 
@           elements.contains(e);
@           \old(this).contains(e)
@           || other.contains(e))
@*/

void merge(@NonNull LinkedList<E> other,
@NonNull Comparator<E> c) {

…
}

}
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public class LinkedList<E> {
//@ inv: isAcyclic();

/*@ pre:  isSorted(c) && other.isSorted(c);
@ post: isSorted(c)
@       && size() = \old(size()) + other.size()
@       && (\forall E e; 
@           elements.contains(e);
@           \old(this).contains(e)
@           || other.contains(e))
@*/

void merge(@NonNull LinkedList<E> other,
@NonNull Comparator<E> c) {

…
}

}
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Object expected =
new Object[] { ... };

Object result = 
sort(new Object[] { ... },

new Comparator()
{ ... }));

// OK if a === result

Object[] sort(Object[] a,
Comparator c)

{ ...

c.compare(a[i],
a[i+1]);

...
}
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TestRequirement: sort
- input: non-null a, c,

elements of a
- output: 

asExpected(result, c)
// asExpected is a method

Object[] sort(Object[] a,
Comparator c)

{ ...

c.compare(a[i],
a[i+1]);

...

}
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class LinkedList { @NonNull LinkedNode head; } 

class LinkedList { @MaybeNull LinkedNode head; } 
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class TreeNode {
@NonNull @NonNullElements Set<TreeNode> children; 
}
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class LinkedList { @Acyclic LinkedNode head; } 

��

@Acyclic(“head") class LinkedList { ... }
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@Tree("children") class TreeNode {
Set<TreeNode> children; 

}
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int SimpleDualInBranchAdd(int a, int b) { 
int i = (a + b); 
if (i > 500) { 
return 0;

} else { 
return 1;

}
}
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void testSimpleDualInBranchAdd_fixture_1() 
throws Exception { 

TestyMcTest fixture = getFixture(); 
int a = -1;
int b = -1;
int result =   

fixture.SimpleDualInBranchAdd(a, b); 
// add test code here 
assertEquals(1, result); 
fail("unverified");

}
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@Assertion(@Case(
pre = "repOK(t)", 
post = "repOK($ret)"))

private BinaryNode myins( int x, BinaryNode t ) {
if ( t == null )
t = new BinaryNode( x, null, null );

else if( x < t.element)
t.left = myins( x, t.left );

else if( x> t.element )
t.right = myins( x, t.right );

else
;  // Duplicate; do nothing

return t;
}
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@Assertion(@Case(
pre = "repOK(root)", 
post = "repOK(root)"))       

public void insert( int x )
{
root = myins( x, root );

}



$ 
�	�� ������ �3 
�% �$ ���5� �� �:6$ 
�	�� ������ �3 
�% �$ ���5� �� �:6$ 
�	�� ������ �3 
�% �$ ���5� �� �:6$ 
�	�� ������ �3 
�% �$ ���5� �� �:6

boolean repOK(BinaryNode t) {
return repOK(t,new Range());

}

boolean repOK(BinaryNode t, Range range) {
if (t == null) return true;

if (!range.inRange(t.element)) return false;

boolean ret = true;
ret = ret && 

repOK(t.left,range.setUpper(t.element));
ret = ret &&

repOK(t.right,range.setLower(t.element));
return ret;
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Pre-State: this.insert(-1) Post: isOK(this.root)
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